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Introduction

This includes the protection of employee privacy, 
employee data, partners and anyone or any system that 
interacts with your organization. As more organizations 
move applications, systems and data to the cloud, even 
more concerns regarding data privacy and transmission 
are raised.

In addition, organizations must comply with numerous 
regulatory responsibilities, whether at the local, state or 
international level. 

This paper provides an overview of the Acendre Cloud, a 
first-class infrastructure platform that meets the highest 
standards of security, availability and performance for 
the Acendre Integrated Talent Management System. 

Chief Information Officers (CIOs) require a high 
level of confidence for any system deployed in their 
organizations. The top two factors impacting this 
comfort level include:

1.	 Clear compliance and third-party certification. 

2.	 Secure storage of all applicant, employee, partner 
and organization data.

An organization’s ultimate concern is to have assurance 
that there are adequate information security safeguards 
in place. The solution must provide CIOs with the 
assurances needed to implement the solution. 

The Acendre Cloud meets these demands.

Today’s IT leaders and departments face ever-increasing challenges 
and threats in securing and protecting their organizations. 

03



In addition, Acendre maintains its own team of security 
experts and an ongoing review program to ensure all 
data is protected against any security threats, data 
breaches and unauthorized access.

Clear Compliance and 
Third-party Certification

THERE ARE CURRENTLY 4.7 MILLION
AUSTRALIAN RESIDENTS AGED 60+

20.1%

OF POPULATION

2015 24.6%

OF POPULATION

2030 27.6%

OF POPULATION

2050

HOSPITALS WERE IN
AUSTRALIA DURING THE
2011/12 FINANCIAL YEAR1,345
BETWEEN THEM 40 BILLION
WAS SPENT ON CARING
FOR PEOPLE IN NEED40B$

70,200
MEDICAL PRACITITIONERS
WORKING IN AUSTRALIA

257,200
NURSES WORKING IN
AUSTRALIA

AS OF THE 2011 CENSUS
THERE WERE:

RETENTION
A talent management strategy can focus on improving employee 

engagement and well-being, identifying problems in the workplace 

and ensuring staff are happy and satisfied with their roles. 

FILLING SKILLS GAPS
Successful talent management emphasises proactive recruitment, both 

from within and outside the organisation. Healthcare organisations can 

identify impending skills gaps and move to employ suitable candidates 

before productivity or performance is impacted.

EFFECTIVE UPSKILLING
With a talent management strategy in place, organisations can more 

effectively identify high-potential candidates and provide them with 

additional training as required. This ensures that as vacancies become 

available, there are internal employees ready to step up to new 

opportunities. 

CULTURE OF ACCOUNTABILITY
Talent management can be used to promote a culture of 

accountability, in which healthcare employees understand their roles 

within the organisation, and leaders are able to maintain a holistic 

view over the performance of their department. Through this, teams 

can achieve ongoing performance improvements.
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FedRAMP
Through its adherence to the 
Federal Risk and Authorization 
Management Program (FedRAMP), 
Acendre ensures it embraces 
the collaborative knowledge of 
cybersecurity and cloud experts 
from GSA, NIST, DHS, NSA, OMB 
and the Federal CIO Council and its 
working groups, as well as private 
industry.

IRAP
Together with AWS’ rigid 
certification and compliance 
guidelines, Acendre delivers an 
IRAP-compliant Infrastructure as a 
Service (IaaS), ensuring customers 
that the solution has achieved IRAP 
certification.

ISO-27001
Through AWS’ association with 
the Cloud Security Alliance (CSA), 
Acendre adheres to the ISO-27001 
information security standard.
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Customers, particularly those in public sectors such as government, 
healthcare and education, are faced with stringent regulatory requirements 
and the need to comply with various local, state, federal and international 
laws. Compliance ensures data privacy and security requirements are met.

The Acendre Cloud employs Amazon Web Services (AWS) to provide 
world-class security and data privacy that matches or exceeds that of 
most enterprises. AWS manages dozens of compliance programs in its 
infrastructure, meaning segments of your compliance have already been 
completed.

AWS offers a robust infrastructure platform that meets the highest 
standards of availability, performance, and security. AWS provides 
numerous compliance resources that meet compliance requirements 
around the world. This includes:
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Infrastructure Security and Standards

Acendre’s offering is built on Amazon’s secure, multi-standard 
compliant world-class Infrastructure as a Service (IaaS). Acendre 
embraces NIST (National Institute of Technology) standards and 
guidelines as a primary compliance framework. NIST is the federal 
technology agency that works with industry to develop and apply 
technology, measurements and standards. Amazon’s Sydney region 
is IRAP-compliant, whereas Amazon’s US East/West regions are 
FedRAMP-compliant.

The Cloud Security Alliance (CSA) maps FedRAMP NIST based 
controls to other compliance frameworks such as ISO-27001 to 
ensure a broad range of security compliance.

For our Asia Pacific customers, Acendre utilizes AWS’ Asia Pacific 
(Sydney), which has achieved IRAP certification. For the Sydney 
region, Acendre’s offering is built on Amazon’s IRAP-compliant 
Infrastructure as a Service (IaaS.) IRAP, like FedRAMP, leverages 
NIST standards and guidelines. Amazon’s powerful infrastructure 
platform meets world-class standards of availability, performance, 
and security. Amazon provides numerous compliance resources 
that meet compliance requirements around the world.

Acendre’s Security Compliance Framework – FedRAMP

Acendre’s security compliance strategy centers on the U.S. 
government’s Federal Risk and Authorization Management Program 
(FedRAMP). FedRAMP, which entails rigorous assessment process, is 
a risk management program that provides a standardized approach 
for assessing and monitoring the security of cloud products and 
services. It is the result of close collaboration with cybersecurity and 
cloud experts from GSA, NIST, DHS, DOD, NSA, OMB, the Federal CIO 
Council and its working groups, as well as private industry. 

Acendre’s investment in FedRAMP compliance to meet its rigorous 
controls helps other compliance efforts and investments, including 
IRAP and ISO-27001. IRAP and ISO-27001 have similar frameworks as 
FedRAMP.

The FedRAMP controls align with the NIST standards and guidelines 
– these controls are a subset of NIST Special Publication 800-53 
security controls specifically selected to provide protection in 
cloud environments. FedRAMP requires cloud service providers 
and vendors to conduct an independent security assessment and a 
sponsoring Government Agency to issue an Authority to Operate 
(ATO) letter and perform ongoing FedRAMP Continuous Monitoring 
activities.
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Acendre has successfully completed a third-party audit for FedRAMP 
Ready compliance via an accredited third-party assessment 
organization. The assessment resulted in a favorable Security 
Assessment Report (SAR) that recommended authorization for 
Acendre’s Software as a Service integrated talent management 
solution. 

Working with an Agency partner towards an Agency ATO is 
Acendre’s preferred path to FedRAMP Ready compliance. Acendre is 
working closely with the FedRAMP Program Management Office to 
achieve FedRAMP Ready compliance, and ultimately an Authority to 
Operate (ATO) in 2017. 

Our ultimate and preferred goal is to partner with an agency 
sponsor and earn a FedRAMP Agency ATO. Our agency sponsor will 
be able to leverage the Acendre FedRAMP-compliant package once 
the FedRAMP JAB approves and publishes the security package.

For our United States customers, Acendre hosts in the FedRAMP-
compliant AWS US East and US West regions.

FEDERAL
AGENCY

JOINT
AUTHORIZATION

BOARD
AUTHORIZATION

TO OPERATE
(ATO)
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For human capital leaders looking to evaluate, purchase and 
implement an integrated talent management system, collaborating 
with your IT and security departments to understand all security 
risks and system capabilities is critical.

Besides the world-class security and privacy provided via AWS, 
organizations receive added benefits from Acendre’s solution 
because they do not need to incur additional costs to achieve this 
high level of security. 

Processes and policies encompass physical, network, application and 
data-level security, as well as full back-up and disaster recovery.

Acendre embraces the world’s most stringent security authorities 
to ensure it meets the demands of our customers across the globe. 
AWS provides Acendre with its cloud computing services for on-
demand computing. AWS provides the following high-level security 
benefits:

>	 Data Protection: The AWS infrastructure puts strong safeguards 
in place to help protect customer privacy. All data is stored in 
highly secure AWS data centers.

>	 Scalability: Security scales easily with your cloud usage. No 
matter the size of your organization, the AWS infrastructure is 
designed to keep data safe.

In addition, Acendre has security at the heart of its application, 
services and teams:

>	 The Acendre ITM architecture is designed and built with a 
security focus throughout the application.

>	 We are obtaining additional security assurances from the United 
States federal security organizations, which demand the highest 
security assurances in the world. 

>	 Our in-house security teams ensure they are abreast of the very 
latest in data privacy laws and compliance measures.

With AWS, Acendre incorporates a security assurance program 
using global privacy and data protection best practices in order to 
help customers establish, operate and leverage our security control 
environment. These security protections and control processes 
are independently validated by multiple third-party independent 
assessments.

Privacy

All Acendre applications and employees and the environment 
in which they operate ensure that all candidate and employee 
information is only available to be viewed by the relevant applicant 
or employee or HR resource. Where a privacy statement is required, 
this statement is supplied by the customer as part of the client 
branding in the form of a link to the client’s site. This branding 
maintains the customer’s look and feel of the customer’s site.

AWS is also dedicated to the privacy of its over one million active 
customers, including enterprises, government agencies, healthcare 
providers, financial service providers and educational institutions 
in over 190 countries. AWS secures some of their most sensitive 
information.

Acendre customers maintain ownership and control over their 
content by design through simple, but powerful tools that allow 
them to determine where their customer content will be stored. 
AWS also implements responsible and sophisticated technical and 
physical controls designed to prevent unauthorized access to or 
disclosure of customer content.

Physical Security

Through AWS, Acendre provides data centers that are state of the 
art, utilizing innovative architectural and engineering approaches. 
AWS data centers are housed in nondescript facilities, and physical 
access is strictly controlled both at the perimeter and at building 
ingress points by professional security staff utilizing video 
surveillance, intrusion detection systems, and other electronic 
means. 

Authorized staff must pass two-factor authentication a minimum of 
two times to access data center floors. All visitors and contractors 
are required to present identification and are signed in and 
continually escorted by authorized staff. AWS only provides data 
center access and information to employees and contractors who 
have a legitimate business need for such privileges. All physical 
access to data centers by AWS employees is logged and audited 
routinely.

Secure Storage of All Applicant, 
Employee, Partner and Organization Data
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Data Encryption

Together with AWS, Acendre offers you the ability to add an 
additional layer of security to your Data at Rest and Data in Motion 
in the cloud, providing scalable and efficient encryption features. 
This includes:

>	 Data encryption capabilities for Data at Rest data are available in 
AWS storage and database services, such as EBS, S3 and Glacier.

>	 Flexible key management options, including AWS Key 
Management Service, allowing you to choose whether to 
have AWS manage the encryption keys or enable you to keep 
complete control over your keys.

In addition, AWS provides APIs for you to integrate encryption and 
data protection with any of the services you develop or deploy in 
an AWS environment. AWS also provides encryption in transit with 
Transport Layer Security (TLS) across all services.

Data Handling

Acendre considers all customer data as private. The classification 
of the stored data, and therefore the classification of the system, 
is a decision for the customer as per its internal risk management 
policies.

All data that is transmitted between users and the Acendre 
Application servers is protected via HTTPS (at least TLS 1.2), using an 
externally validated certificate (RSA 2048 bits). 

Data at Rest is encrypted, and all application data and associated 
infrastructure resides at AWS data centers. 

Acendre prevents cross contamination of data between hosted 
implementations via the use of separate databases, file library 
locations, application URLs, application instances and memory 
locations for each Acendre instance. This separation of clients 
also extends to user access credentials, which are unique to each 
customer instance only. 

Cryptography

The following cryptography is used by Acendre to protect the 
integrity of data within the application and environment:

1.	 All data within transmit between users and the Acendre 
Application servers is protected via HTTPS (at least TLS 1.2) 
using an externally validated certificate (RSA 2048 bits). 

2.	 All database backups are encrypted using the standard Microsoft 
SQL Server 2014 AES-256-bit encryption. 

3.	 All file uploads are encrypted using AES-256 bit prior to being 
transferred to AWS S3.

4.	 ITM protects confidentiality and integrity of sensitive PII by 
encrypting EBS/S3 data-at-rest via the AWS Key Management 
Service (KMS).

Availability and Redundancy

Acendre utilizes AWS regions to support its customers in the United 
States and the APAC region. This infrastructure not only provides 
high-speed access, but also provides a high-level of redundancy and 
ensures extremely high levels of uptime. 

With AWS, Acendre delivers secure, scalable and durable storage 
that helps organizations achieve efficiency and scalability within 
their backup and recovery environments, without the need for an 
on-premises infrastructure.

AWS run cloud services in eight secure and reliable data centers 
around the world. For our United States customers, Acendre uses 
AWS’ US East, located just outside of Washington, DC, and US West, 
located in Oregon. For our APAC customers, Acendre uses
AWS’ Asia Pacific (Sydney). 

Amazon automatically replicates data across multiple data centers 
and is designed to deliver 99.999999999% durability. AWS storage 
solutions are designed to deliver robust data protection so your 
organization never has to worry about where the data is.
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Disaster Recovery

Acendre warrants its service to its standard Service Level Agreement 
(SLA). Together with AWS Elastic Compute Cloud (EC2), the 
Acendre environment has been designed to provide a high level of 
availability. 

The environment is hosted across two AWS EC2 availability zones. 
Each Availability Zone is isolated, though the Availability Zones 
in a region are connected through low-latency links. The use of 
multiple availability zones allows Acendre to balance traffic across 
both availability zones with more resources on standby should an 
availability zone fail requiring one zone to handle the full load. Thus, 
in most cases, failures are handled without manual intervention in a 
hot redundant state. 

Acendre maintains a “pilot-light” disaster recovery site in the AWS 
US West region. Thus, Acendre’s DR strategy is both multi-availability 
zone and multi-region.

In the event of a disaster, you can quickly launch resources in AWS to 
ensure business continuity. With AWS, your company can scale up its 
infrastructure on an as-needed, pay-as-you-go basis. You get access 
to the same highly secure, reliable, and fast infrastructure that 
Amazon uses to run its own global network of websites. 

With AWS, Acendre also gives you the flexibility to quickly change 
and optimize resources during a DR event, which can result in 
significant cost savings. AWS are available in multiple regions around 
the globe, so you can choose the most appropriate location for your 
DR site, in addition to the site where your system is fully deployed. 

Anti-Virus Scanning

All uploaded files (for candidate, employee and administrative 
portals) are scanned automatically on upload and the uploading user 
is advised immediately via the upload page if the file fails scanning. 
Files that are found to be infected are discarded.

All web servers within the Acendre production environment are 
scanned regularly and each server automatically checks for virus 
definition updates at 4-hour intervals. Audit of definition updates is 
completed regularly to ensure all servers have current definitions.

Users are advised on upload if the file is suspect and the uploaded 
file is deleted.  

Infrastructure patching is completed monthly following a planned 
calendar, and infrastructure patching includes monthly Microsoft 
patches, vendor patches (Adobe ColdFusion, SQL Server, etc.) and 
items identified by the weekly MBSA (Microsoft Baseline Security 
Analyzer) scan. 

DDoS Mitigation

Availability is of paramount importance in the cloud. AWS customers 
benefit from AWS services and technologies built from the ground 
up to provide resilience in the face of Distributed Denial of Service 
attacks.

A combination of AWS services may be used to implement a 
defense-in-depth strategy and thwart DDoS attacks. Services 
designed with an automatic response to DDoS help minimize time to 
mitigate and reduce impact. 

Identity Access and Control

AWS offers you capabilities to define, enforce, and manage user 
access policies across AWS services. This includes:

>	 AWS Identity and Access Management (IAM) lets you define 
individual user accounts with permissions across AWS resources.

>	 AWS Multi-Factor Authentication for privileged accounts, 
including options for hardware-based authenticators.

>	 AWS Directory Services allows you to integrate and federate 
with corporate directories to reduce administrative overhead 
and improve end-user experience. 

AWS provides native identity and access management integration 
across many of its services plus API integration with any of your own 
applications or services.
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Single Sign-On

Acendre provides Single sign-on (SSO) to permit users to use a single 
set of login credentials to access multiple applications within their 
human capital ecosystem.

With one click, users can access Acendre talent management 
applications along with any other systems their organizations 
provide access to.

Acendre utilizes Security Assertion Markup Language (SAML) for 
its secure authentication without passwords. SAML is an XML-
based, open-standard data format for exchanging authentication 
and authorization data between an identity provider and a cloud 
application service provider. SAML is a product of the OASIS Security 
Services Technical Committee.

Configuration Management

Secure system configuration is of paramount importance to the 
overall security of the system. With Acendre, configuration occurs 
at two levels. The first is within the application, by appropriately 
authenticated users who either during the implementation process 
or at a later time, alter application settings such as employee 
performance plans, staff development templates, etc. These 
configuration changes are generally made by the customer (or by 
Acendre at the direction of the customer) and follow the customer’s 
internal change management processes. 

Other non-application configuration changes are made by Acendre 
and may involve server, network or database configuration changes. 
These changes are controlled via the Acendre Change Control Board, 
which meets weekly and are made of key personnel from both 
the customer and technical bodies of the Acendre business, which 
ensures all changes are made in an organized manner, with the 
minimum amount of risk to the customer experience. 

Exception Management

Should an application error occur, the user is presented with a 
friendly error page stating that something has gone wrong and the 
problem has been captured. The error is then logged in a central 
error database and an email notification is sent to the Acendre 
Technical Support team. An escalation procedure is followed as an 
internal Acendre process.
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World-class Secure Talent Management 
for Today’s Challenges

With parallel challenges to meet the human capital needs of your 
organization while ensuring the privacy and security of applicants, 
employees and partners, human capital and IT leaders need to work 
together to ensure all their concerns are addressed. With cloud 
computing increasingly considered for your applications, Acendre’s 
partnership with Amazon Web Services provides enterprise-ready, 
high-level security for the world’s most configurable integrated 
talent management system.
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